


RECORDATION POLICY

The purpose of this policy is to establish clear guidelines for the lawful, ethical, and consistent recording of communications, meetings, and activities across all regions in which Nexcess Corp., including through its affiliates (collectively, “we”, “our” or “us”) operates. This policy aims to ensure compliance with applicable data protection, privacy, and employment laws while maintaining transparency and trust. 

Except as otherwise permitted in this policy, unauthorized recording of participants in meetings, including surreptitious recording, is strictly prohibited in order to protect our business, our staff, our customers, vendors, and trade secrets and/or other proprietary information and comply with applicable privacy laws. 

Scope.

This policy applies to all staff (employees and/or contractors) when participating in meetings, conversations, events or any other organizational activities conducted under our authority with our customers, vendors or other third parties, or where our trade secrets or other proprietary information will be discussed. 

This policy is not intended to preclude or dissuade employees from discussing the terms and conditions of their employment or engaging in any other activities protected by the National Labor Relations Act or other applicable law.

Definitions.

As used in this policy, “recording” refers to the use of any device or system to film, tape or otherwise take, in any format or medium, audio, video or visual images of another individual, including, without restriction, in-person or via phone or videoconference, including via the use of AI solutions or assistance tools such as AI transcription and notetaking features. “Participants” include all individuals who are participants, including without limitation, staff, candidates, customers, and suppliers, as well as third parties, whether in person or remote. “Meetings” mean all meetings, conversations, events or any other organizational activities conducted under our authority with our customers, vendors or other third parties, or where our trade secrets or other proprietary information will be discussed.  “Surreptitious” means furtive, secret, hidden or partially hidden without the explicit informed consent of the participant. 

Rules.      
These rules apply to all internal and external recordings unless we have specifically approved an intended use outside the scope of these rules in writing:     

1. Prohibition on Unauthorized Recordings. No meeting may be recorded unless all participants are informed and have the opportunity to opt-out or leave or provide their consent to such recording prior to the recording commencing. Surreptitiously recording any meeting or call, whether in-person or remote, is strictly prohibited and may result in disciplinary action up to termination. The manner by which consents or opt outs (as appropriate) are obtained may differ depending on the system by which the recording is made possible. The authorized systems are listed on Annex A. Internal meetings where our trade secrets or other proprietary information will be discussed should not be recorded without explicit, written approval from Legal/Compliance.

2. Approved systems for recordings. Only authorized systems for recordings may be used as set out in Annex A attached hereto (as this may be amended from time to time) and use of the systems indicated therein can only be used by the teams indicated therein. If you are not in the team indicated in the table of authorized systems in Annex A, the use of such system is prohibited without separate authorization. If the system you purport to use is not on Annex A, the use of such system is prohibited without authorization. If you wish to use a system already in Annex A and you are not in the approved team or you wish to use a system that is not on the approved list in Annex A, you must first receive approval from legal and security. 

3. General rules and requirements for consents and sharing of recordings. The typical requirements for notifications and consents for recordings and rules pertaining to sharing and storing of such recordings are detailed below. Approved systems in Annex A may also have specific rules or separate processes, which shall be communicated to the approved teams using each system. Any deviations or failure to follow the specific requirements for notifications, consents and sharing and storing of such recordings by any staff may give rise to disciplinary procedures. 

(i) Notifications.  Any meeting intended to be recorded should state this in the calendar invite. 
(ii) Visual Indicators (where applicable): systems used for recording should display visual indicators of recording taking place which is visible to all participants (to the effect this is possible by the system being used). 
(iii) Consents: Consent should ideally be active and documented whenever possible. This can be obtained in various ways, depending on the system. For example, this can be a verbal notification and consent where at the start of the meeting the host verbally identifies that the call will be recorded and confirms with participants that they all consent to such recording prior to recording commencing. Even if one participant objects, the recording should not commence. Alternatively, participants consent by an affirmative action such as clicking ‘accept’ prior to recording taking place, if this is possible. If a participant joins a meeting after a recording has started, the host or the automated system should ensure they receive a notification immediately upon entry that recording is in progress and have the opportunity to opt out of such recording (by either leaving the meeting or stopping the recording, to the effect possible).
(iv) Sharing and storing recordings:  Unless the specific tool, system or intended use has been previously approved by Legal/Compliance (as applicable) for broader application, the following rules apply:
· Internal Use only: Recordings must only be used internally and only be shared with internal staff who have a direct business “need to know” as directed when the system was approved. 
· Storage & Distribution: Recordings should not be downloaded to or saved on a personal device or emailed as an attachment, whether internally or externally.
· Automatic Notetaking and transcription: For the avoidance of doubt, the output of automatic notetaking may not be distributed externally, in whole or in part, unless such external distribution was part of the specific use case approved by Legal.

Enforcement.

Failure to comply with this policy may result in disciplinary action, up to and including termination of employment or contract, and may include reporting to regulatory authorities if required by applicable law.



Annex A

Approved list of systems 


	Name of tool
	Type of tool and usage
	Team approved for use

	Avoma
	AI tool for recording, coaching, scheduling and transcribing/Notetaking tool 
	Sales and marketing

	FreePBX (Asterisk)
	On-Premise hosted Telephony system
	Customer support, sales and marketing

	Gemini
	Google AI platform; Automatic notetaking
	All

	Google Meet
	 transcription and recording
	All

	Microsoft Teams
	transcription and recording
	All

	Nooks
	AI tool for sequencing, prospecting, dialing, recording and transcribing  
	Sales team

	Riverside
	–HD podcast & video software, recording and transcribing of videos
	Marketing 

	Slack
	transcription of huddle calls
	All

	Zoom
	Video conferencing system
	All
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