


VIDEO SURVEILLANCE POLICY
1. About this policy
[bookmark: bookmark=id.y0fqwt35tto4][bookmark: bookmark=id.kui3o2fhdd1][bookmark: bookmark=id.t3c5h4qgy72c]CCTV cameras are used to view and record individuals on and around our premises and other operational locations in order to maintain a safe environment for staff, visitors, property, assets and equipment. However, we recognize that the images of individuals recorded by CCTV and other cameras are personal data which must be processed in accordance with data protection legislation. The purpose of this policy is to outline why, where and how surveillance cameras are used and resulting data is processed.
2. Purpose of Surveillance
The use of surveillance is limited to legitimate security and safety business purposes. This includes:
· Protecting Company property, assets and confidential infrastructure from unauthorized access, damage, disruption, theft, vandalism or other crimes.
· Ensuring the health and safety of staff, contractors, and visitors.
· [bookmark: bookmark=id.jo968qhwy2zn]Assisting in the investigation of security incidents, workplace accidents or unauthorized access.
· To assist in the effective resolution of disputes which arise in the course of disciplinary or grievance proceedings including in any civil or other litigation proceedings; 
· Monitoring high-security areas, such as leased datacenter environments, to comply with industry certifications and client requirements.
· [bookmark: bookmark=id.qrra12ho6r71]Ensuring staff compliance with Company policies. 
· Supporting law enforcement bodies in the prevention, detection and prosecution of crime;
Note: Monitoring is not used for illegal or improper purposes.
3. Monitoring 
Where cameras are placed in the workplace and other operational facilities, signs are displayed to alert individuals that their image may be recorded. 
Video surveillance monitoring for security purposes will be conducted in a professional, ethical, and legal manner, consistent with existing Company policies and limited to locations that do not violate the reasonable expectation of privacy as defined by applicable law. The Company aims not to have audio recordings but certain data centers may have this feature enabled.
All monitoring activities comply with applicable laws, including data protection, privacy, and labor regulations. 
[bookmark: bookmark=id.yqp27jxju1fy]In addition to video surveillance, the Company utilizes electronic access systems (e.g., swipe cards or fobs) to manage and monitor entry to our office buildings and datacenters as these may be required by data center operators in accordance with their own policies. This data is used in conjunction with camera footage to ensure the security and confidentiality of the related premises, physical assets, and personnel.
Prior to introducing any new surveillance system, including placing a new camera in any workplace location which the Company controls, a data protection impact assessment (DPIA) will be performed. The placement of additional video surveillance cameras or repositioning of existing cameras must be overseen by the VP, Data Center Operations.
We may share data with our subsidiaries, affiliated companies or other associated companies or organizations, for example shared services partners or law enforcement authorities where we consider that this is reasonably necessary for any of the legitimate purposes set out in section 2 above. As the Company operates globally, surveillance footage captured at office locations or datacenters within the European Economic Area (EEA) or the UK may be accessed by authorized security personnel at our US-based headquarters.   Such transfers are conducted under Standard Contractual Clauses (SCCs) or other valid transfer mechanisms approved by the European Commission, ensuring a level of data protection essentially equivalent to that within the EU.
4. Scope of Locations Covered
Video surveillance may operate in the following environments:
(1) Where Company owns or solely occupies a property, CCTV systems may be operated by the Company for the purposes set out in this policy. 
(2) In leased office premises within multi-tenant buildings, CCTV systems may be operated and controlled by the building landlord or property management company, and/or the Company where such CCTV systems are installed within its leased space only. Footage may therefore be accessible to either party depending on site configuration and responsibility.
(3) On-site engineers and other datacenter operational staff working in leased or third-party datacenters should be aware that video surveillance is typically deployed for physical and infrastructure security in such locations, monitoring may be conducted by both the datacenter operator (lessor) and the tenant/customer (lessee) and CCTV may cover entrances, equipment halls, loading areas, and other sensitive infrastructure zones in accordance with applicable policies of the specific datacenter location. 
[bookmark: bookmark=kix.goalwmiopbhj]Any video surveillance or monitoring conducted upon Company property pursuant to this policy shall occur in public areas.  Public areas include, but are not limited to, the parking lot, building entrances and exits, staircases, stairwells, hallways, and corridors and in leased datacenter locations this may include server rooms, infrastructure zones and secure operational spaces and the surveillance equipment operates on a 24-hour basis.  Private areas on Company premises, such as the following: bathrooms, lockers or changing rooms, shall not be subject to video surveillance. 
5. Retention and Release
Videos will be retained according to the purpose for which they are being recorded, the property to which they relate and the entity that controls the surveillance system. Recorded video surveillance footage will generally be kept for 30 days to 90 days, depending on the location of the property, except when needed in a criminal investigation, or disciplinary proceedings or in the event of an anticipated legal proceeding.  If footage is retained beyond the normal retention period, a written record will be maintained to document the reason for extended retention. All footage must be stored in a secure location and configured to prevent their unauthorized access, modification, duplication, or destruction. After the retention period, footage will be securely deleted or destroyed.
Video surveillance recordings will be accessed only by designated Company employees and may not be used for illegal or improper purposes.  Video surveillance will only be released with authorization of a member of the legal department for purposes consistent with this policy.  
6. Consequences of Non-compliance
Employees who fail to follow this video surveillance policy or who use or disclose video surveillance footage inappropriately will be subject to discipline, up to and including termination.
[bookmark: bookmark=id.rawwr9ks5agz]7. Staff Rights: Under applicable privacy laws you may have the right to (i) request access to footage where you are clearly identifiable where there is a valid and legitimate reason for such request and subject to applicable restrictions, (ii) request the erasure of footage (subject to legal retention requirements), or (iii) raise concerns regarding the placement of specific cameras. Please note that these rights are not absolute and there may be legitimate reasons for      the Company to decline any request in part or in full. 
[bookmark: bookmark=id.v8ysxxz535yw]In order for us to locate relevant footage, any requests for copies of recorded images must include the date and time of the recording, the location where the footage was captured and, if necessary, information identifying the individual. We reserve the right to obscure images of third parties when disclosing data as part of a subject access request, where we consider it necessary to do so and to comply with the rights of privacy of others.
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